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Abstract
Prognostics is a method that permits the assessment of product reliability under its actual 
application conditions. While there are various methods to perform prognostics, including 
physics of failure and data-driven methods, these methods have some key disadvantages. This 
paper presents a fusion prognostics approach, which combines or “fuses together” the physics-
of-failure and data-driven methods, to enable increasingly better estimates of remaining useful 
life. This new approach has advantages for both non-operating and usage conditions because it 
can utilize environmental loads as well as operating data from the product. The approach also 
improves the determination of root cause failure mechanisms that cause product failure.

Keywords:  Fusion prognostics, physics of failure, data-driven prognostics, remaining useful 
life estimation, electronics reliability.

Introduction

Products in their life cycle applications are subjected to various complex environmental and 
operational loading conditions, which contribute to degradation. Prognostics and health 
management (PHM) permits the evaluation of system reliability in its actual life-cycle 
conditions to estimate the remaining useful life (RUL), determine the advent of failure and 
mitigate system risks. The extent and rate of degradation of a product depends on the 
magnitude and duration of exposure to the applied loads.  Hence, implementation of a PHM 
system involves sensing, analyses and interpretation of environmental, operational and 
product parameter data that are indicative of product health 1, 2. PHM enables users to make 
informed decisions regarding product usage, enable condition-based maintenance, provide 
advance warning of failure, reduce life cycle costs (maintenance, warranties, etc.), assist in the 
design, qualification and improve logistical support of products and avoid catastrophic failures 
3, 4, 5. 

Traditionally, prognostics has been implemented using either a physics-of-failure (PoF) 
approach or a data-driven approach. The PoF approach takes into account knowledge of the 
physics of the product and uses models for the estimation of remaining useful life (RUL). The 
data-driven approach uses statistical pattern recognition and machine learning to detect 
changes in parameter data, thereby enabling diagnostics and prognostics measures to be 
calculated. However, both methods have their limitations. This paper presents a new approach 
to prognostics that fuses the two approaches to overcome their individual limitations while 
maintaining the advantages of both. In this paper, a brief overview of the PoF and data-driven 
approaches to PHM and the need for a new approach is presented. The steps to be followed to 
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implement the new fusion prognostics approach are explained. A case study implementing the 
fusion approach for printed circuit boards having ball grid array components subjected to 
accelerated life tests is also presented.  

Physics-of-Failure Approach 

The physics-of-failure (PoF) approach utilizes knowledge of a product’s life-cycle loading 
conditions and failure mechanisms to model product reliability. The PoF approach is 
established on the premise that failures occur due to fundamental mechanical, chemical, 
electrical, thermal, and radiation processes 7. The PoF approach also provides a means to 
directly calculate the damage accumulated in a product using damage accumulation models.
The PoF approach to prognostics involves a number of steps such as the failure modes, 
mechanisms and effects analysis (FMMEA), feature extraction and remaining useful life 
estimation described in detail by Gu et al., in 7. To implement this approach, potential failure 
modes, causes, mechanisms, and models for estimated life-cycle loading conditions are 
identified. The critical failure mechanisms from the FMMEA analysis help determine the 
parameters to be monitored. These parameters are monitored in-situ and the data obtained are 
input into relevant PoF models. The PoF models quantify product failure by evaluating the 
time to failure for a given product geometry and materials construction, under known 
environmental conditions and operational loads. 

Gu, et al., Error! Reference source not found. developed a methodology for monitoring, 
recording, and analyzing the life-cycle vibration loads for remaining-life prognostics of 
electronics. The responses of printed circuit boards (PCB) to vibration loading in terms of 
bending curvature were monitored using strain gauges. The strain values at the interconnects 
were then calculated from the PCB response and used in a vibration failure fatigue model for 
damage assessment. The damage accumulated was estimated using Miner’s rule to predict the 
remaining life. The methodology was demonstrated for a printed circuit board and the results 
were verified against the time to failure of the components by checking the components’ 
resistance data. 

Simons, et al., 12 performed a PoF-based prognostics methodology for failure of a gull-wing 
lead power supply chip on a DC/DC voltage converter PCB assembly. Three dimensional 
finite element analyses (FEA) were performed to determine strains in the solder joint due to 
thermal or mechanical cycling of the component. Then the strains were used to set boundary 
conditions for an explicit model that could simulate initiation and growth of cracks in the 
microstructure of the solder joint. Finally, based on the growth rate of the cracks in the solder 
joint, estimates were made of the cycles to failure for the electronic component. 

Mishra et al., 8 introduced the life consumption monitoring (LCM) methodology, which 
combined in-situ-measured loads with physics-based stress and damage models for assessing 
the consumed-life of electronic products. The methodology was applied to a printed circuit 
board assembly subjected to loads under an automobile hood. 

Vichare, et al., 9, 10 conducted in–situ monitoring of computers, where temperatures inside a 
notebook computer were monitored during usage, storage, and transportation. The temperature 
data was analyzed and used to improve the thermal design of the product. The distributions of 
the load parameters were estimated and the usage history was utilized for damage 
accumulation and remaining life prediction. 
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The advantages of the PoF approach include a direct means to calculate the damage 
accumulation and RUL for a known failure mechanism. Further, the RUL of the product can 
be estimated based on the damage accumulated under cumulative loading conditions. 
Degradation occurs even during periods when products are not operational. The degradation in 
such conditions is due to the effect of the environmental conditions on the product (for 
example the impact of vibration loads during transportation, temperature and humidity effects 
in storage environments). Since the PoF models take into account degradation caused by 
environmental conditions, it is well suited for applications where the products may remain in 
storage or in a non-operating state for significant durations. As the PoF approach is based on 
the understanding of the physics of failure, this approach enables the accurate detection of the 
root cause of failure. 

However, one of the limitations of the approach is that with increasing product complexity, 
there is difficulty in accounting for competing failure mechanisms. Further, with increasing 
component density, it is difficult to capture and account for the effect of the interactions 
between the various components using PoF models. These interactions could be in the form of 
a component failure leading to either an increased degradation or failure of other components 
in the product.

Data-driven Prognostics Approach 

Data-driven approaches derive measures from product performance data using statistical and 
machine learning techniques to estimate the current and future state of health of a product 
Error! Reference source not found.. Data-driven techniques are used to learn from the data 
and intelligently provide valuable decision-making information. Anomalies and trends or 
patterns are detected in data collected by in-situ monitoring to determine the state of health of 
a product.

This approach also involves the in-situ monitoring of environmental, operational loads and 
product parameters. The data collected is analyzed using a variety of techniques depending on 
the type of data available. For example, if the healthy and faulty states of the product are 
known, determining the state of health of the product is known as the two class classification 
problem. In this case, adequate data is available to train the algorithms to recognize both 
healthy and faulty states. This is known as the supervised learning approach. When data for 
only one class, for example, the healthy states of the product are available, the semi supervised 
approach is used. A third approach is the unsupervised learning approach used when no 
labeled data are available. Decisions regarding the system can be made using distance 
measures. It should be noted that employing the supervised and semi-supervised learning 
techniques requires reliable training data. This is of importance as classification of incoming 
data is dependent on the training and unreliable training data leads to errors in detection. 

Sotiris et al. 13 used support vector machines for health assessment and prognostics for 
multivariate systems with training data representing healthy operating conditions. This paper 
presented an approach to prognostics using support vector machines (SVM) and support 
vector regression (SVR) with statistical indexes derived from a principal component 
projection pursuit of the input space. Estimation of control limits for the reduced input space 
and abnormalities detection was carried out. SVR was used to estimate the remaining useful 
life.

Kumar et al. 14  proposed a technique for health monitoring of electronic products using 
symbolic time series analysis in a multivariate environment. The technique utilized 
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Mahalanobis Distance (MD) along with time information for system diagnostics and 
prognostics. In the absence of apparent features and patterns in the time series, wavelet 
transform was used for noise reduction and feature extraction. The system was modeled as a 
Markov state model that provided prognostic measures, such as the time to reach a faulty 
state, along with the probability of reaching this state. 

Urmanov, et al., 15, 16 used a failure precursor approach for early fault detection and 
prediction in computing servers. Sensors in the server monitored parameters such as 
temperature, voltage, and current in-situ. The data was processed by online pattern recognition 
algorithms, such as multivariate state estimation technique (MSET) and sequential probability 
ratio test (SPRT), to detect signal degradation, considered a primary indicator of failure in 
servers. During its training phase, MSET learns the signal correlations and produces a model 
from which the value of the signal at any time, t is estimated. A signal from a component that 
is degrading over time is detected due to the difference between the MSET estimates and 
actual value of the signal 17.

One advantage of the data-driven approach is that it works well for products with a large 
number of parameters monitored. The data-driven approaches can uncover problem areas and 
reduce the dimensionality of the problem by detecting the parameters that are critical in 
classifying the state of the product. Analysis of the critical parameters reduces the problem to 
a lower dimension, and easier to make future inferences about the test data. Further, the 
strength of data-driven approaches arises from modeling the correlation between parameters, 
providing the capability of accounting for interactions between subsystems and environmental 
parameters. Modeling the behavior of the product as a result of these interactions is possible. 
The data-driven approach can be used in complex products where PoF models are not 
available or when product specific knowledge is limited. The data-driven approach is
advantageous as it does not require knowledge of the physics of the product. This approach 
can also be used to detect sudden changes in product parameters caused by intermittent faults 
or subtle changes due to factors such as product aging or gradual degradation. Data-driven 
approaches are capable of using parameter data collected around the time of occurrence of 
intermittent faults towards the prediction and assessment of product health. The approach 
integrates information from separate sources, for example, the hardware and software 
components of a product to improve the overall health assessment. This is important in 
today’s products as performance is affected not only by faults in the hardware components but 
also by problems within the software embedded in the product. 

In addition to detection, a very important aspect of data-driven approaches for PHM is that of 
prognostics. Although not as developed as detection, prediction is feasible, and there are many 
flavors to it. The big areas are that of Markov chains, stochastic processes and time series 
analysis. All three of these mentioned use the past history to infer the future, and their 
accuracy is continually updated and associated with predictable variation (uncertainty). This 
information makes the data-driven approach very useful for online monitoring of the product 
health.
However, one of the limitations of the approach is that it cannot be implemented when the 
product is not in an operational state since product parameter data are required. Another 
limitation of using data-driven approaches lies in the requirement of sufficient and reliable 
training data. Insufficient data may lead to false alarms and greater uncertainty in predictions 
from the algorithms. Further, some techniques require complete historical information about 
the product from initial operation until failure to enable the estimation of remaining life. There 
is also a lack of a standard approach in defining thresholds through which precursors and 
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faults can be detected or predicted. Also, since the approach does not take into account failure 
modes and mechanisms, identification of the root cause of anomalous behavior is difficult.

A Fusion Prognostics Approach

The ideal attributes of a prognostics approach for electronic products include the ability to 
estimate remaining useful life of a product irrespective of its complexity under both operating 
and non-operating life cycle conditions, the ability to detect anomalous behavior with minimal 
false alarms to prevent product downtime and the identification of the root cause of anomalies 
detected for effective maintenance strategies. As discussed, the data-driven and PoF 
approaches possess some but not all of the attributes enumerated above. Therefore, there is a 
need to develop an approach that combines, i.e., fuses the data-driven and PoF approaches, to 
overcome the shortfalls in the individual approaches. 

The fusion approach for the implementation of PHM is illustrated in Error! Reference 
source not found.. The approach combines the PoF and the data-driven approaches to provide 
online diagnosis and estimation of remaining useful life of a product. The approach also helps 
identify precursors to failure, provide information such as the failure mechanisms and site 
where the failure is precipitated in the product. 

The first step in the process is to identify parameters of the product that can be monitored in-
situ to aid in the determining the state of health of the product real time. The monitoring 
process involves sensing changes in environmental and product parameters in-situ in operating 
as well as non-operating states. Environmental and product data are required to be monitored 
to provide data for the diagnosis and prognosis of product health real time. Monitoring is 
important as it is the first step in capturing changes in the product as it degrades. The 
parameters chosen for monitoring consist of any available data from the product including 
environmental, loading and product parameter data. The process of identifying the parameters 
for monitoring can be aided by failure modes, mechanisms and effects analysis (FMMEA). 
Carrying out an FMMEA also helps identify the critical failures, the possible failure sites, the 
failure mechanisms and their effects on the product. This information is useful in determining 
the relevant PoF models for estimation of RUL and also for isolation of the problem for 
maintenance purposes. The FMMEA process also identifies the environmental parameters that 
precipitate the critical failure mechanisms. Appropriate sensing technology is then selected for 
the monitoring of the chosen parameters. The sensor data are analyzed real time to assess the 
current state of the product and determine its remaining useful life using a combination of 
data-driven techniques and PoF models. 

Assessment of product health is carried out real time using the in-situ data and anomaly 
detection techniques. One of the possible ways to implement anomaly detection is the 
application of a machine-learning approach, in which the monitored data are compared real 
time against a healthy baseline to check for anomalies. This is known as the semi supervised 
learning approach wherein data representing all the possible healthy states of the product are 
available a priori. The healthy baseline consists of a collection of parameter data that 
represents all the possible variations of the healthy operating states of a product. The baseline 
data is collected during various combinations of operating states and loading conditions when 
the product is known to be functioning normally. The baseline can also consist of threshold 
values based on specifications and standards. It is important that the baseline data should not 
contain any operational anomalies. Presence of anomalies in the baseline affects the definition 
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of healthy product behavior and hence causes misclassification of data. Misclassification leads 
to problems such as false indications of anomalies known as false alarms or missing 
anomalous behavior of the product which is known as missed alarms. 

Although a baseline is especially important to machine-learning approaches to detection, other 
statistical and probabilistic approaches can also be used that do not rely so heavily on a 
baseline but more so on parametric and distributional assumptions. Algorithms that combine 
machine learning and probabilistic techniques, often termed as non-parametric models, try to 
combine their respective benefits. In the machine learning context, for example, distance-
based similarity measures and other features can be extracted from multidimensional data. In 
addition projections and filtering of the data can be used to extract something meaningful 
about the data. Detection in the machine learning approach is then largely based on these 
features. These techniques are particularly useful when no a priori data is available to create a 
baseline of healthy states.

Followed by the anomaly detection step, the parameters that contribute significantly to the 
anomaly are isolated. This is important to pinpoint which parameters reflect or cause changes 
in product performance and are hence critical in identifying or detecting product failure. 
Parameter isolation is carried out using a variety of techniques, such as least squares (LS), 
expectation maximization (EM), maximum likelihood estimation (MLE), etc. Based on the 
information from the parameter isolation step, the critical parameters are used to select 
appropriate models from the PoF database. The parameter isolation step helps determine the 
PoF models most relevant to the type of failure or degradation the product is undergoing. The 
PoF models which use the isolated parameters as the primary inputs are selected in this step. 
The PoF models are used independently to calculate the RUL of the product based on the 
environmental and parameter data along with information such as the material properties and 
product specifications. The PoF models are also used to extract information such as failure 
thresholds for the measured product parameters, the failure modes, and stages of degradation 
and labels of healthy and unhealthy conditions. Failure definitions can also be obtained by 
referring to other sources such as standards and established failure criteria for the product. 
This input of failure definitions and labels of healthy and unhealthy states from the PoF 
approach is critical in the selection of appropriate data-driven prediction methodologies for 
estimation of remaining useful life. For example, a Markov model of the failure or degradation
process of a product depends on modeling the transition of the product in and out of various 
“states.” These states can, for example, be used to model the various failure mechanisms, or 
violations of failure thresholds as defined by the selected PoF model. Additionally, the PoF 
model can also be used to correlate the data to definitions of failure according to that model. 
In other words a PoF model can identify precursors to failure which can be used for early 
annunciation and prediction of product failure. 

Using the failure thresholds, methods such as regression analysis can also be applied to trend 
the critical parameters with time. The time for the parameter to cross the failure threshold is 
estimated as the time to failure of the product. Therefore, an estimate of the remaining useful 
life of the product based on the combination of information from the anomaly detection, 
parameter isolation, PoF models, and the data-driven techniques can be calculated. 

The correlation between the precursor data and product failure helps provide an estimation of 
the RUL and signal product failure. The conservative value of the RUL estimate from the 
data-driven technique and the PoF model is reported. Alarms can be set off to warn the 
operator of the product based on the value of the RUL reported to provide adequate time for 
repair or replacement of the product depending on the criticality of the application. 
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Fig. 1:  Steps involved in fusion approach

Case Study: Application of Fusion Approach to Accelerated Temperature 
Cycling of BGAs 

To illustrate the new approach, we conducted a case study of printed circuit board assemblies 
having various high-technology components, such as ball grid array (BGA) components 
subjected to temperature cycling conditions ranging from 185°C to -40°C at a ramp rate of 
3.5°C/min, with dwell times of 15 minutes at both extremes. 

An FMMEA analysis was carried out to determine the critical modes and mechanisms that 
affect the components. Using the information from the FMMEA analysis, it was determined 
that the temperature and resistance parameters were critical to the product failure for the given 
loading conditions and hence were chosen to be monitored. The resistance of each BGA and 
the board temperature were therefore recorded every minute using a separate daisy chain for 
each BGA to permit in-situ monitoring of resistance and thermocouples were used to monitor 
temperature of the board.

The data collected was then used in the anomaly detection step using the multivariate state 
estimation technique (MSET) and sequential probability ratio test (SPRT) algorithms. MSET 
and SPRT are two semi-supervised pattern recognition algorithms that have been used for 
anomaly detection in a variety of products. MSET provides estimates of the multivariate 
parameter data for a healthy product in its current loading condition based on the historical 
training data provided. SPRT is a statistical likelihood ratio test that can be used to make a 
decision between two or more statistical hypotheses. SPRT is the decision making algorithm 
to determine if an anomaly is present. Together, the algorithms are used in multivariate 
products to implement anomaly detection. The detailed explanation of the algorithms can be 
found in 17-00. The algorithms require baseline data for training to determine the healthy 
states of the product. Two cycles of temperature and resistance data from the BGAs were used 
to define the healthy baseline. The training data was assumed to represent the healthy 
operating states of the BGA components. Using the training data, MSET calculates the 
estimates of the continuously monitored temperature and resistance. The differences between 
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the estimates and the observations from the product were used to obtain the residual signal. 
The residuals were statistically tested for anomalies using SPRT. SPRT signals alarms when it 
detects the product to be statistically deviating from its normal state. Figure (2) shows the 
residuals of resistance from MSET and the onset of alarms from SPRT from the 583rd cycle.

Fig. 2:  MSET residuals vs number of cycles along with alarms from SPRT

When an anomaly is detected in the product, the parameters causing or contributing to the 
anomaly need to be identified for assessment by the appropriate PoF model from the database. 
In this simplistic case, the resistance is identified as the parameter that is showing anomalous 
behavior. But this change is due to the cyclic temperature loads on the PCB. Therefore, the 
PoF models that characterize product failure due to thermal fatigue were selected from the 
database. The damage and time to failure due to the thermal cycling on the PCB were 
calculated. A wear-out mechanism for first order thermal fatigue specific to BGAs was 
identified to be critical. The model examines failure of solder balls in the die shadow as well 
as at the outer perimeter of the BGA components. The lower of the two values calculated is 
reported as the number of cycles to failure for the components. The fatigue life relationship 
used is shown in Equation (1). The mean cycles to failure for the 256 I/O BGAs was 
calculated to be 1038 cycles (2750.7 hours).
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To calculate an estimate of RUL dynamically using data-driven techniques, a failure threshold 
of 300Ω for the resistance parameter was obtained from the PoF models and standards. The 
resistance from the time of anomaly detection was trended to calculate the cycles to failure 
based on the failure criterion for the resistance. The value was updated with every observation 
of resistance collected from the product. The cycles to failure was calculated to be 620 cycles. 
The RUL was calculated based on the trend from the anomaly to the failure threshold defined. 
The estimates of RUL from the PoF model and the data-driven technique were then used to 
obtain a revised conservative RUL estimate for the component and the PoF model helps in 
identifying the critical failure sites on the BGA component.
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Discussion and Conclusions

The fusion approach combines the PoF and the data-driven techniques using in-situ 
monitoring of the product to enable a more accurate estimation of RUL in a dynamic manner. 
Failure of a product or component can be due to a variety of reasons such as a component-
intrinsic mechanisms, variable stress environments, over-stress or damage during storage, 
handling or installation. The fusion approach can be used for the detection of degradation 
whether the product is in operating or non-operating state using the monitored environmental 
and product parameter data. The approach can also be used in detection of operational 
anomalies leading to intermittent behavior of the product. Further, isolation of parameters 
causing anomalous behavior helps identify the critical failure mechanisms acting within the 
product, providing relevant information regarding the failure such as determination of the root 
cause as well as failure mode and failure site information. This method also helps us 
understand and identify events that can be used as precursors to failure. 

The approach implemented in the case study at the component level shows the combination of 
the data driven and PoF techniques can be used to effectively determine the critical parameters 
and the nature of the failure. The approach identified increase in resistance of the BGAs as a 
precursor to failure. From the PoF analysis it was determined that the BGA failure occurred at 
the solder balls in the die shadow or the outer perimeter. The failure mechanism was wear-out 
due to thermal fatigue.  The failure definitions and thresholds obtained from the physics based 
techniques made it possible to calculate RUL dynamically using simple procedures such as 
data trending. The resistance increase was trended from the time of anomaly detection. The 
time for the resistance to cross the failure threshold was calculated with every new observation 
to obtain an updated RUL.

The strength of the approach is that it accounts for damage caused by both environmental and 
operational load conditions and helps provide an understanding of the physics. In this paper, 
the conservative RUL estimate is reported. Possibilities of calculating probability density 
functions for the RUL estimates from the PoF and the data-driven approaches using 
confidence levels and providing a means to calculate a single fused value will be investigated 
in the future. 
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Abstract


Prognostics is a method that permits the assessment of product reliability under its actual application conditions. While there are various methods to perform prognostics, including physics of failure and data-driven methods, these methods have some key disadvantages. This paper presents a fusion prognostics approach, which combines or “fuses together” the physics-of-failure and data-driven methods, to enable increasingly better estimates of remaining useful life. This new approach has advantages for both non-operating and usage conditions because it can utilize environmental loads as well as operating data from the product. The approach also improves the determination of root cause failure mechanisms that cause product failure.
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Introduction


Products in their life cycle applications are subjected to various complex environmental and operational loading conditions, which contribute to degradation. Prognostics and health management (PHM) permits the evaluation of system reliability in its actual life-cycle conditions to estimate the remaining useful life (RUL), determine the advent of failure and mitigate system risks. The extent and rate of degradation of a product depends on the magnitude and duration of exposure to the applied loads.  Hence, implementation of a PHM system involves sensing, analyses and interpretation of environmental, operational and product parameter data that are indicative of product health [1], [2]. PHM enables users to make informed decisions regarding product usage, enable condition-based maintenance, provide advance warning of failure, reduce life cycle costs (maintenance, warranties, etc.), assist in the design, qualification and improve logistical support of products and avoid catastrophic failures [3], [4], [5]. 

 Traditionally, prognostics has been implemented using either a physics-of-failure (PoF) approach or a data-driven approach. The PoF approach takes into account knowledge of the physics of the product and uses models for the estimation of remaining useful life (RUL). The data-driven approach uses statistical pattern recognition and machine learning to detect changes in parameter data, thereby enabling diagnostics and prognostics measures to be calculated. However, both methods have their limitations. This paper presents a new approach to prognostics that fuses the two approaches to overcome their individual limitations while maintaining the advantages of both. In this paper, a brief overview of the PoF and data-driven approaches to PHM and the need for a new approach is presented. The steps to be followed to implement the new fusion prognostics approach are explained. A case study implementing the fusion approach for printed circuit boards having ball grid array components subjected to accelerated life tests is also presented.  

Physics-of-Failure Approach 

The physics-of-failure (PoF) approach utilizes knowledge of a product’s life-cycle loading conditions and failure mechanisms to model product reliability. The PoF approach is established on the premise that failures occur due to fundamental mechanical, chemical, electrical, thermal, and radiation processes [7]. The PoF approach also provides a means to directly calculate the damage accumulated in a product using damage accumulation models.


The PoF approach to prognostics involves a number of steps such as the failure modes, mechanisms and effects analysis (FMMEA), feature extraction and remaining useful life estimation described in detail by Gu et al., in [7]. To implement this approach, potential failure modes, causes, mechanisms, and models for estimated life-cycle loading conditions are identified. The critical failure mechanisms from the FMMEA analysis help determine the parameters to be monitored. These parameters are monitored in-situ and the data obtained are input into relevant PoF models. The PoF models quantify product failure by evaluating the time to failure for a given product geometry and materials construction, under known environmental conditions and operational loads. 

Gu, et al., [11] developed a methodology for monitoring, recording, and analyzing the life-cycle vibration loads for remaining-life prognostics of electronics. The responses of printed circuit boards (PCB) to vibration loading in terms of bending curvature were monitored using strain gauges. The strain values at the interconnects were then calculated from the PCB response and used in a vibration failure fatigue model for damage assessment. The damage accumulated was estimated using Miner’s rule to predict the remaining life. The methodology was demonstrated for a printed circuit board and the results were verified against the time to failure of the components by checking the components’ resistance data. 

Simons, et al., [12] performed a PoF-based prognostics methodology for failure of a gull-wing lead power supply chip on a DC/DC voltage converter PCB assembly. Three dimensional finite element analyses (FEA) were performed to determine strains in the solder joint due to thermal or mechanical cycling of the component. Then the strains were used to set boundary conditions for an explicit model that could simulate initiation and growth of cracks in the microstructure of the solder joint. Finally, based on the growth rate of the cracks in the solder joint, estimates were made of the cycles to failure for the electronic component. 

Mishra et al., [8] introduced the life consumption monitoring (LCM) methodology, which combined in-situ-measured loads with physics-based stress and damage models for assessing the consumed-life of electronic products. The methodology was applied to a printed circuit board assembly subjected to loads under an automobile hood. 

Vichare, et al., [9], [10] conducted in–situ monitoring of computers, where temperatures inside a notebook computer were monitored during usage, storage, and transportation. The temperature data was analyzed and used to improve the thermal design of the product. The distributions of the load parameters were estimated and the usage history was utilized for damage accumulation and remaining life prediction. 

The advantages of the PoF approach include a direct means to calculate the damage accumulation and RUL for a known failure mechanism. Further, the RUL of the product can be estimated based on the damage accumulated under cumulative loading conditions. Degradation occurs even during periods when products are not operational. The degradation in such conditions is due to the effect of the environmental conditions on the product (for example the impact of vibration loads during transportation, temperature and humidity effects in storage environments). Since the PoF models take into account degradation caused by environmental conditions, it is well suited for applications where the products may remain in storage or in a non-operating state for significant durations. As the PoF approach is based on the understanding of the physics of failure, this approach enables the accurate detection of the root cause of failure. 

However, one of the limitations of the approach is that with increasing product complexity, there is difficulty in accounting for competing failure mechanisms. Further, with increasing component density, it is difficult to capture and account for the effect of the interactions between the various components using PoF models. These interactions could be in the form of a component failure leading to either an increased degradation or failure of other components in the product.

Data-driven Prognostics Approach 

Data-driven approaches derive measures from product performance data using statistical and machine learning techniques to estimate the current and future state of health of a product [1]. Data-driven techniques are used to learn from the data and intelligently provide valuable decision-making information. Anomalies and trends or patterns are detected in data collected by in-situ monitoring to determine the state of health of a product.

This approach also involves the in-situ monitoring of environmental, operational loads and product parameters. The data collected is analyzed using a variety of techniques depending on the type of data available. For example, if the healthy and faulty states of the product are known, determining the state of health of the product is known as the two class classification problem. In this case, adequate data is available to train the algorithms to recognize both healthy and faulty states. This is known as the supervised learning approach. When data for only one class, for example, the healthy states of the product are available, the semi supervised approach is used. A third approach is the unsupervised learning approach used when no labeled data are available. Decisions regarding the system can be made using distance measures. It should be noted that employing the supervised and semi-supervised learning techniques requires reliable training data. This is of importance as classification of incoming data is dependent on the training and unreliable training data leads to errors in detection. 

Sotiris et al. [14] used support vector machines for health assessment and prognostics for multivariate systems with training data representing healthy operating conditions. This paper presented an approach to prognostics using support vector machines (SVM) and support vector regression (SVR) with statistical indexes derived from a principal component projection pursuit of the input space. Estimation of control limits for the reduced input space and abnormalities detection was carried out. SVR was used to estimate the remaining useful life.

Kumar et al. [14]  proposed a technique for health monitoring of electronic products using symbolic time series analysis in a multivariate environment. The technique utilized Mahalanobis Distance (MD) along with time information for system diagnostics and prognostics. In the absence of apparent features and patterns in the time series, wavelet transform was used for noise reduction and feature extraction. The system was modeled as a Markov state model that provided prognostic measures, such as the time to reach a faulty state, along with the probability of reaching this state. 

Urmanov, et al., [15], [16] used a failure precursor approach for early fault detection and prediction in computing servers. Sensors in the server monitored parameters such as temperature, voltage, and current in-situ. The data was processed by online pattern recognition algorithms, such as multivariate state estimation technique (MSET) and sequential probability ratio test (SPRT), to detect signal degradation, considered a primary indicator of failure in servers. During its training phase, MSET learns the signal correlations and produces a model from which the value of the signal at any time, t is estimated. A signal from a component that is degrading over time is detected due to the difference between the MSET estimates and actual value of the signal [17].

One advantage of the data-driven approach is that it works well for products with a large number of parameters monitored. The data-driven approaches can uncover problem areas and reduce the dimensionality of the problem by detecting the parameters that are critical in classifying the state of the product. Analysis of the critical parameters reduces the problem to a lower dimension, and easier to make future inferences about the test data. Further, the strength of data-driven approaches arises from modeling the correlation between parameters, providing the capability of accounting for interactions between subsystems and environmental parameters. Modeling the behavior of the product as a result of these interactions is possible. 


The data-driven approach can be used in complex products where PoF models are not available or when product specific knowledge is limited. The data-driven approach is advantageous as it does not require knowledge of the physics of the product. This approach can also be used to detect sudden changes in product parameters caused by intermittent faults or subtle changes due to factors such as product aging or gradual degradation. Data-driven approaches are capable of using parameter data collected around the time of occurrence of intermittent faults towards the prediction and assessment of product health. The approach integrates information from separate sources, for example, the hardware and software components of a product to improve the overall health assessment. This is important in today’s products as performance is affected not only by faults in the hardware components but also by problems within the software embedded in the product. 

In addition to detection, a very important aspect of data-driven approaches for PHM is that of prognostics. Although not as developed as detection, prediction is feasible, and there are many flavors to it. The big areas are that of Markov chains, stochastic processes and time series analysis. All three of these mentioned use the past history to infer the future, and their accuracy is continually updated and associated with predictable variation (uncertainty). This information makes the data-driven approach very useful for online monitoring of the product health.


However, one of the limitations of the approach is that it cannot be implemented when the product is not in an operational state since product parameter data are required. Another limitation of using data-driven approaches lies in the requirement of sufficient and reliable training data. Insufficient data may lead to false alarms and greater uncertainty in predictions from the algorithms. Further, some techniques require complete historical information about the product from initial operation until failure to enable the estimation of remaining life. There is also a lack of a standard approach in defining thresholds through which precursors and faults can be detected or predicted. Also, since the approach does not take into account failure modes and mechanisms, identification of the root cause of anomalous behavior is difficult.

A Fusion Prognostics Approach


The ideal attributes of a prognostics approach for electronic products include the ability to estimate remaining useful life of a product irrespective of its complexity under both operating and non-operating life cycle conditions, the ability to detect anomalous behavior with minimal false alarms to prevent product downtime and the identification of the root cause of anomalies detected for effective maintenance strategies. As discussed, the data-driven and PoF approaches possess some but not all of the attributes enumerated above. Therefore, there is a need to develop an approach that combines, i.e., fuses the data-driven and PoF approaches, to overcome the shortfalls in the individual approaches. 

The fusion approach for the implementation of PHM is illustrated in Figure 1. The approach combines the PoF and the data-driven approaches to provide online diagnosis and estimation of remaining useful life of a product. The approach also helps identify precursors to failure, provide information such as the failure mechanisms and site where the failure is precipitated in the product. 

The first step in the process is to identify parameters of the product that can be monitored in-situ to aid in the determining the state of health of the product real time. The monitoring process involves sensing changes in environmental and product parameters in-situ in operating as well as non-operating states. Environmental and product data are required to be monitored to provide data for the diagnosis and prognosis of product health real time. Monitoring is important as it is the first step in capturing changes in the product as it degrades. The parameters chosen for monitoring consist of any available data from the product including environmental, loading and product parameter data. The process of identifying the parameters for monitoring can be aided by failure modes, mechanisms and effects analysis (FMMEA). Carrying out an FMMEA also helps identify the critical failures, the possible failure sites, the failure mechanisms and their effects on the product. This information is useful in determining the relevant PoF models for estimation of RUL and also for isolation of the problem for maintenance purposes. The FMMEA process also identifies the environmental parameters that precipitate the critical failure mechanisms. Appropriate sensing technology is then selected for the monitoring of the chosen parameters. The sensor data are analyzed real time to assess the current state of the product and determine its remaining useful life using a combination of data-driven techniques and PoF models. 

Assessment of product health is carried out real time using the in-situ data and anomaly detection techniques. One of the possible ways to implement anomaly detection is the application of a machine-learning approach, in which the monitored data are compared real time against a healthy baseline to check for anomalies. This is known as the semi supervised learning approach wherein data representing all the possible healthy states of the product are available a priori. The healthy baseline consists of a collection of parameter data that represents all the possible variations of the healthy operating states of a product. The baseline data is collected during various combinations of operating states and loading conditions when the product is known to be functioning normally. The baseline can also consist of threshold values based on specifications and standards. It is important that the baseline data should not contain any operational anomalies. Presence of anomalies in the baseline affects the definition of healthy product behavior and hence causes misclassification of data. Misclassification leads to problems such as false indications of anomalies known as false alarms or missing anomalous behavior of the product which is known as missed alarms. 

Although a baseline is especially important to machine-learning approaches to detection, other statistical and probabilistic approaches can also be used that do not rely so heavily on a baseline but more so on parametric and distributional assumptions. Algorithms that combine machine learning and probabilistic techniques, often termed as non-parametric models, try to combine their respective benefits. In the machine learning context, for example, distance-based similarity measures and other features can be extracted from multidimensional data. In addition projections and filtering of the data can be used to extract something meaningful about the data. Detection in the machine learning approach is then largely based on these features. These techniques are particularly useful when no a priori data is available to create a baseline of healthy states.

Followed by the anomaly detection step, the parameters that contribute significantly to the anomaly are isolated. This is important to pinpoint which parameters reflect or cause changes in product performance and are hence critical in identifying or detecting product failure. Parameter isolation is carried out using a variety of techniques, such as least squares (LS), expectation maximization (EM), maximum likelihood estimation (MLE), etc. Based on the information from the parameter isolation step, the critical parameters are used to select appropriate models from the PoF database. The parameter isolation step helps determine the PoF models most relevant to the type of failure or degradation the product is undergoing. The PoF models which use the isolated parameters as the primary inputs are selected in this step. The PoF models are used independently to calculate the RUL of the product based on the environmental and parameter data along with information such as the material properties and product specifications. The PoF models are also used to extract information such as failure thresholds for the measured product parameters, the failure modes, and stages of degradation and labels of healthy and unhealthy conditions. Failure definitions can also be obtained by referring to other sources such as standards and established failure criteria for the product. This input of failure definitions and labels of healthy and unhealthy states from the PoF approach is critical in the selection of appropriate data-driven prediction methodologies for estimation of remaining useful life. For example, a Markov model of the failure or degradation process of a product depends on modeling the transition of the product in and out of various “states.” These states can, for example, be used to model the various failure mechanisms, or violations of failure thresholds as defined by the selected PoF model. Additionally, the PoF model can also be used to correlate the data to definitions of failure according to that model. In other words a PoF model can identify precursors to failure which can be used for early annunciation and prediction of product failure. 

Using the failure thresholds, methods such as regression analysis can also be applied to trend the critical parameters with time. The time for the parameter to cross the failure threshold is estimated as the time to failure of the product. Therefore, an estimate of the remaining useful life of the product based on the combination of information from the anomaly detection, parameter isolation, PoF models, and the data-driven techniques can be calculated. 

The correlation between the precursor data and product failure helps provide an estimation of the RUL and signal product failure. The conservative value of the RUL estimate from the data-driven technique and the PoF model is reported. Alarms can be set off to warn the operator of the product based on the value of the RUL reported to provide adequate time for repair or replacement of the product depending on the criticality of the application. 



Fig. 1:  Steps involved in fusion approach


Case Study: Application of Fusion Approach to Accelerated Temperature Cycling of BGAs 

To illustrate the new approach, we conducted a case study of printed circuit board assemblies having various high-technology components, such as ball grid array (BGA) components subjected to temperature cycling conditions ranging from 185°C to -40°C at a ramp rate of 3.5°C/min, with dwell times of 15 minutes at both extremes. 

An FMMEA analysis was carried out to determine the critical modes and mechanisms that affect the components. Using the information from the FMMEA analysis, it was determined that the temperature and resistance parameters were critical to the product failure for the given loading conditions and hence were chosen to be monitored. The resistance of each BGA and the board temperature were therefore recorded every minute using a separate daisy chain for each BGA to permit in-situ monitoring of resistance and thermocouples were used to monitor temperature of the board.

The data collected was then used in the anomaly detection step using the multivariate state estimation technique (MSET) and sequential probability ratio test (SPRT) algorithms. MSET and SPRT are two semi-supervised pattern recognition algorithms that have been used for anomaly detection in a variety of products. MSET provides estimates of the multivariate parameter data for a healthy product in its current loading condition based on the historical training data provided. SPRT is a statistical likelihood ratio test that can be used to make a decision between two or more statistical hypotheses. SPRT is the decision making algorithm to determine if an anomaly is present. Together, the algorithms are used in multivariate products to implement anomaly detection. The detailed explanation of the algorithms can be found in [17]-[22]

. The algorithms require baseline data for training to determine the healthy states of the product. Two cycles of temperature and resistance data from the BGAs were used to define the healthy baseline. The training data was assumed to represent the healthy operating states of the BGA components. Using the training data, MSET calculates the estimates of the continuously monitored temperature and resistance. The differences between the estimates and the observations from the product were used to obtain the residual signal. The residuals were statistically tested for anomalies using SPRT. SPRT signals alarms when it detects the product to be statistically deviating from its normal state. Figure (2) shows the residuals of resistance from MSET and the onset of alarms from SPRT from the 583rd cycle.



Fig. 2:  MSET residuals vs number of cycles along with alarms from SPRT

When an anomaly is detected in the product, the parameters causing or contributing to the anomaly need to be identified for assessment by the appropriate PoF model from the database. In this simplistic case, the resistance is identified as the parameter that is showing anomalous behavior. But this change is due to the cyclic temperature loads on the PCB. Therefore, the PoF models that characterize product failure due to thermal fatigue were selected from the database. The damage and time to failure due to the thermal cycling on the PCB were calculated. A wear-out mechanism for first order thermal fatigue specific to BGAs was identified to be critical. The model examines failure of solder balls in the die shadow as well as at the outer perimeter of the BGA components. The lower of the two values calculated is reported as the number of cycles to failure for the components. The fatigue life relationship used is shown in Equation (1). The mean cycles to failure for the 256 I/O BGAs was calculated to be 1038 cycles (2750.7 hours).
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To calculate an estimate of RUL dynamically using data-driven techniques, a failure threshold of 300Ω for the resistance parameter was obtained from the PoF models and standards. The resistance from the time of anomaly detection was trended to calculate the cycles to failure based on the failure criterion for the resistance. The value was updated with every observation of resistance collected from the product. The cycles to failure was calculated to be 620 cycles. The RUL was calculated based on the trend from the anomaly to the failure threshold defined. The estimates of RUL from the PoF model and the data-driven technique were then used to obtain a revised conservative RUL estimate for the component and the PoF model helps in identifying the critical failure sites on the BGA component.

Discussion and Conclusions 

The fusion approach combines the PoF and the data-driven techniques using in-situ monitoring of the product to enable a more accurate estimation of RUL in a dynamic manner. Failure of a product or component can be due to a variety of reasons such as a component-intrinsic mechanisms, variable stress environments, over-stress or damage during storage, handling or installation. The fusion approach can be used for the detection of degradation whether the product is in operating or non-operating state using the monitored environmental and product parameter data. The approach can also be used in detection of operational anomalies leading to intermittent behavior of the product. Further, isolation of parameters causing anomalous behavior helps identify the critical failure mechanisms acting within the product, providing relevant information regarding the failure such as determination of the root cause as well as failure mode and failure site information. This method also helps us understand and identify events that can be used as precursors to failure. 

The approach implemented in the case study at the component level shows the combination of the data driven and PoF techniques can be used to effectively determine the critical parameters and the nature of the failure. The approach identified increase in resistance of the BGAs as a precursor to failure. From the PoF analysis it was determined that the BGA failure occurred at the solder balls in the die shadow or the outer perimeter. The failure mechanism was wear-out due to thermal fatigue.  The failure definitions and thresholds obtained from the physics based techniques made it possible to calculate RUL dynamically using simple procedures such as data trending. The resistance increase was trended from the time of anomaly detection. The time for the resistance to cross the failure threshold was calculated with every new observation to obtain an updated RUL. 

The strength of the approach is that it accounts for damage caused by both environmental and operational load conditions and helps provide an understanding of the physics. In this paper, the conservative RUL estimate is reported. Possibilities of calculating probability density functions for the RUL estimates from the PoF and the data-driven approaches using confidence levels and providing a means to calculate a single fused value will be investigated in the future. 
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